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Abstract. Monitoringgainsimportanceor mary technicalsystems
suchasrobots, productionlines or anti lock brakes. A monitoring
systemfor technicalsystemamustbe ableto dealwith incomplete
knowledgeof the supervisedsystem to processnoisy obserations
andto reactwithin predefinedime windows. This paperpresentsa
new approachto monitoring technicalsystemsbasedon imprecise
models.Our approachrepeatedlypartitionsthe uncertaintyspaceof
animprecisemodelandchecksthe derived models statefor consis-
tengy with themeasurement#nconsistenpartitionsarethenrefuted
resultingin asmalleruncertaintyspaceandafasterfailure detection.
This paperfurther focuseson the extensionof our basicapproach
to monitoring systemghat exhibit both continuousanddiscretebe-
haviors. Our monitoringsystemhasbeenimplementedisingCOTS
componentsand hasbeendemonstratedn online monitoring of a
non-trivial heatingsystem.

Keywords: fault detection;hybrid systems;imprecise models;
residualgeneration

1 INTRODUCTION

The primary objective of a monitoringsystemis to detectabnormal
behaiors of a supervisedsystemassoonaspossibleto avoid shut-
down or damageTechnicalsystemsuchasrobots,productionlines
orantilock brakesprovide avastnumberof challenge$or amonitor
ing system,.e., it mustbe ableto dealwith incompleteknowledge
aboutthe supervisedsystem,to processnoisy obsenationsand to
reactwithin predefinedime windows.

A particularlyimportantand widely-appliedapproachis model-
basedmonitoring [6, 5] which relieson a comparisonof the pre-
dictedbehaior of a modelwith the obsered behaior of the super
vised system.Our approachusing dynamicuncertaintyspacepar
titioning [12] is basedon imprecisemodelswherethe structureof
the modelsis knovn andthe parametersnay be impreciselygiven
asnumericintenals. Theseparameteintervals spanthe uncertainty
spaceof themodel.Fromanimprecisemodelbasednintenalsonly
boundson the trajectory (ernvelopes)can be derived. Dynamic un-
certaintyspacepartitioning keepsthe envelopessmall by exploiting
the measurementgom the supervisedsystemas soonas possible.
Whene&er nev measurementarrive residualsare generatedat the
“cornerpoints” of theuncertaintyspaceandchecledfor consisteng
by comparingtheir signs.This resultsin afastfaultdetection12].

The fundamentalassumptiorof dynamicuncertaintyspacepar
titioning is that the models statevaluesare monotonicwithin the
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rangeof the uncertaintyspace Discontinuoudransitionsin the sys-
tem’'smodelmayintroducenon-monotonidehaiorsin thestateval-
uesand,thereforeyiolate our assumptiorfor the consisteng check.
In orderto presere a conserative monitoringapproachfor hybrid
systemswe have to extend our consisteng checkby a monotonic-
ity ched&k. Wheneer the monotonicityof the statevaluesis giventhe
consisteng checkcanbe performedpotentiallyresultingin a refu-
tation of the imprecisemodel.If the monotonicityis not knowvn the
consisteng checkis simply ignoredandno modelis refuted.

Theremaindeof this paperis organizedasfollows. Section2 de-
scribeghetechnicaldetailsof uncertaintyspacepartitioningandthe
consisteng check.Section3 discusseshe necessargxtensionsof
our approachto monitoring systemswhich exhibit both continuous
anddiscretebehaiors. Sectiord presentgxperimentatesultsof our
monitoringapproachn areal-world systemwith several change®of
ainputvalue.A discussioranda summaryof relatedwork conclude
this paper

2 MONITORING BASED ON UNCERTAINTY
SPACE PARTITIONING

2.1 Overview

Monitoring methodshasedon imprecisemodelscanreasorwith in-
completeknowledge in the model as well aswith noisy measure-
ments.A main dravback of this approachhowever, is thatthe en-
velopesmay diverge very rapidly which delaysor even inhibits a
fault recognition.We have revisedthis interval approachto model-
basedmonitoring with the primary goal to keep the resulting en-
velopesassmallaspossible.

In ourapproachye exploit themeasuremenfsom thesupervised
systemassoonaspossibleto refinethe uncertaintyin the modeland
thederivedenvelopesThekey stepin ourapproachs to partitionthe
uncertaintyspaceof the modelinto several subspacesThetrajecto-
ries derived from eachsubspaceare then checled for consisteng
with the measurement€£achinconsistentsubspaces refutedand
excluded from further investigations Partitioning and consisteng
checkingarecontinuedesultingin asmalleruncertaintyspaceof the
model.Whenall subspacarerefuted,a discrepang betweermodel
predictionandobsenation hasbeenrecognizedanda fault hasbeen
detected.

2.2 Subspace Partitioning and Consistency
Checking

In generalatechnicalsystemcanbe modeledas

xt = F(x¢—1,W—1,Pt—1)

yt = g(x¢t, Pt) @



wherex; is the statevector at discretetime ¢, u; is the input vec-
tor at time ¢, p; is the parametewector at time ¢, y; is the out-
put vector at time ¢, and g and f are vector functions.In an ex-
act model, p: is a vector of real numbers.However, in a model
with uncertainparametersp; is replacedby a vector of intervals
f’t = [(p tﬂpl t) (p t:pQ t): "a( tapK t)] where K is the
numberof uncertairparametersA modelwnth uncertairparameters,
i.e.,animprecisemode| canthereforebedescribedas:

% =f(Xp-1, 0 1,Pt-1)
S @
¥ = g(%k¢, Be)

Equation2 is the startingpoint of our approachlt definesanim-
precisemodel of the supervisedsystemwith K uncertainparame-
ters. Thus, this model hasa K-dimensionaluncertaintyspace.In
orderto divide this uncertaintyspaceNe have to definea partition
4 = [(th’ql,t) (g, + 2, i) (g 9y 0 UK, 1T with & C .
A completepartitionlng of the uncertaintyspaceat ary time ¢ into
M partitionsmust satisfy the following condltlonU "(’") = P¢
wherem = 1,..., M. A modelbasedon a partition of the uncer
tainty spaces referredto assubspacenodel Fromthe definition of
apartition,we canfinally definethe stateof a subspacenodelm:

%™ = £(%"), w1, ")

~(M) =g (M)quM))

With the monotonicityassumptiorof £ andg with regardto the
parameterg; over therangeof theintervals,the (uncertain)stateof
asubspacenodelcanberepresentelly the (exact)stateof thecorner
pointsof a subspaceThe cornerpointsof a subspacaredefinedas
all combination®f upperandlowerboundsof apartitiong: andcan
berepresentedssetQ{™ = {qgf?)} withi =1,...,2%. Thus,an
uncertaintyspaceof dimensionk resultsin 2¥ cornerpoints. The
statesatthe cornerpointscanberepresentedsset

®)

Xim; {X((T; xt( 1,)) = f(xt( 1)1’ l(lt )1’ qE Z 1)} (4)
Y," {y ¥ Ytqb = g(XtT;z aqysT )}
whereq(m) is anexactparameterectorattimet from the subspace

m andat corneri = 1,...,2% of this subspaceNote, thatx(m)

arestatevectors andaISOygm) areoutputvectorswith exactvalues.
Note that this approachassumeshat the parameter®f the system
are constantand are not varying in time. This assumptiorwill be
discussedater.

This representatiomf an uncertainstateis directly exploited by
our consisteng checkfor a given subspacen. First, a residualis
calculatedfor eachstateat a cornerpoint using the measurements

attime ¢, i.e., r,E"f) = Yt measured — yt(T), whereri”}) hasthe

samedimensionJ asy: measureda and ytm) Then, the minimum
andmaximumvaluesof the residualaredeterminechs

(m) (m)

tymin,g m,in{rt ”} (5)
,rt("?n)am g ma‘x{rt(:rzn,i} (6)
with ¢ = 1,...,2%, andj = 1,..., J. Finally, subspacenodelm

is checledfor consisteng simply by comparinghesignsof rij’;)m,j
andr(™ Thesubspacenodelm is consistentvith themeasure-

t,max,j"
ments,iff
(m)

Sgr(rt,min,j) # Sgr(r‘gz'zrz)am,j) (7)

Ar r:ymea\sured - y(p)
@ ®
0, 89
L—pP
q3 y I
e

Figurel. Consisteng checkwith oneuncertainparametep andthree
subspace§, G2, andgs. Theresidualsatthe cornerpointsof subspacé;
arebothneyative, therefore the modelwith thesubspacd; is inconsistent

with the measurementn subspacéy, theresidualsatthecornerpointshave
differentsigns.Thus,g» is consistentFor the parameterangeof subspace
gs themonotonicityassumptions violated.In this case checkingthe
residuals’signsat the cornerpointsis not feasible.

holdsfor all elementg =1,...,.J.

Informally, Equation7 checkswhetherthe zerovectorlies within
the“residualsubspace(seeFigurel). If thisequations violated,the
subspacenodelm is refuted.This simple consisteng checkholds
alsoif not all elementsof y areincludedin the measurementsn
this casea comparisorwith the missingelementss simply ignored.
Sincethis techniqueis basedon the calculationof an exact state(at
cornerpoints),we canusestandarchumericalmethodsfor comput-
ing the solution of differential equations Note that subspacesre
only refutedwhenthey aregenuinelyinconsistentvith the measure-
ments.

Dueto theuncertaintyin the parameterghis methodmayresultin
divergingervelopesThisdeviation of thepredictedvalueto the“cor-
rect” value over time is referredto asaccumulationuncertainty In
orderto keepthis deviation smallwe have alsointroduceda dynamic
partitioning of the subspacenodels.During monitoring consistent
subspacearefurther partitionedresultingin smallersubspacenod-
els that potentially describethe supervisedsystemmore precisely
[12].

3 MONITORING PIECEWISE CONTINUOUS
BEHAVIORS

3.1 Monotonicity at Transitions

In orderto extendour approacto monitoringpiecevise continuous
behaiors anddiscretetransitionswe musthave a closerlook atour
monotonicityassumptionRemembethat the result of our consis-
teng checkis only valid if the statevalueswithin the subspacere
monotonic.

In generalthe monotonicityof the statevalueswith regardto the
parameterg notguaranteethy themonotonicityof thesystemequa-
tionsf andg. The monotonicityis only given whenthe following
assumptionslsohold:

1. thesysteminputu doesnotchangeand
2. theinitial valuesof a subspacenodelarethe sameover its com-
pleteuncertaintyspace.

Both assumptionsireimportantfor monitoringdiscreteand con-
tinuousbehaiors. Thefirstassumptioris especiallyrelevantfor tran-
sitionsbecauseahey are often triggeredby stepwisechangeof the



systeminput (e.g.,causedy operatoractions).Suchtransitionsvio-
late, thereforethefirst assumptionThe secondassumptioris a sim-
ple consequencef theintegrationof the givendifferentialequation:

t

x(t) = x4, +/:'c(7')d7' 8)
to

If the initial statesx;, are differentat somecornersin the sub-
spacemodel,the statevaluesx; may not be monotonic(evenif x is
monotonic).However, monotonicityis guaranteedfter sometime.

As discusse@bore discontinuoudransitionsmayresultin anon-
monotonicityof the statevalueswith regardto the parametergfor
alimited periodof time), which in turn leadsto anincorrectconsis-
teng/ check.Thus,to maintaina correct(andconserative) monitor
ing techniguewe mustextendthe consisteng checkby a checkfor
monotonicity If the monotonicityis not guaranteedhe consisteng
checkis simply ignoredand this subspacecan not be refuted. At
sometime afterthe transitionthe subspacenay becomemonotonic
againandthe consisteng checkcanbe appliedagain.

3.2 Checking for Monotonicity

The monotonicity of the statevaluesfor an individual subspaces
checledby thefollowing method.
We defineamatrix B(t, x, p) with theelements

ozi(t, x,p)
Opj
wheret is the time, x the statevector andp the parametewector
with its elementgp;. We alsodefinethe matrix C(¢, x, p) with the

elements

bij(t,x,p) = ; 9)

cij(t,x,p) = ———. 10
i P) dp; (10)
Thematrix C(t, x, p) is calculatedoy

dC(t,x,

% = A(t7x7 p)C(t,X, p) + B(t7x7p), (11)

where C(0,xo,p) =
A(t,x, p) is definedas

0 (the empty matrix), and the matrix

Oi; (t: X, p)

The elementsc;; (t,x,p) give us the trend of the state value
z;(t, p) with regardto the parametemp;. This is exploited by our
monotonicityched: The statevaluesof asubspacenodelaremono-
tonic, iff

Sgn(cij,min) = SYN(Cijmaz) (13)
holdsfor all statevaluesi = 1,...,I andall directionsof the
uncertaintyspacej = 1,..., K. ¢ij,min arethe appropriateval-

uesof ¢;; (¢, x, p) atthe cornermin, andc;j ma= arethe valuesof
cij (t,x, p) atthecornermaz of thatsubspacenodel(asdescribed
with Equationss and®6).

Figure2 depictsthe monotonicitycheck.In generalthe informa-
tion at the cornerpointsis not sufficient to decideon monotonicity
However, assuminghe monotonicityof the functionsf andg with
regardto the parameterthe monotonicitycheckbecomesuficient.

Thecalculationof the monotonicitycheckimpliesanumericalso-
lution of the differentialequation(Equation12). However, sincewe
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Figure2. Monotonicity checkwith onestatevalueandoneparameterTo
checkthe subspacenodelfor monotonicity thegradientsof the statevalues
with regardto the parametersrecalculatecatthe cornerpoints.In this
example,thesubspacd; is monotoneandthe subspacés violatesthe
monotonicitycheck.

usealsoa differentialdescriptionof the system(f = x), the mono-
tonicity checkdoesnotsignificantlyincreasehecomputationaload.
Notethatmatrix A is constanfor linearsystems.

4 THE MONOTONICITY CHECK IN A
REAL-WORLD SYSTEM

We nowv examinethe monotonicity behaior on a “real” technical
systemwhich is comprisedof three heating/coolingcomponents
mountedon a thermal conductie plate. A processcontrol com-
puter (B&R 2003) controlsthe three heating/coolingcomponents.
Themeasuredamplesaswell asthecontrolactionsissuedaretrans-
ferredto the monitoringsystemvia aRS 232interface.

Ourmodelwhichincludesthethreecomponentsvith heatingele-
mentsis givenas

T = C%(qzl — Li(T1 — Tp) — L12(Th — 1))
T = %2((112 + L13(Th — T2) — La(T> — To)
—Lo3(T> — T3))

C%(qz‘s + Ly3(T> — Ts3) — L3(Ts — To))

(14)
Ty, =

whereT; is the temperatureof the three components(; is the
massof the componentsg; is the heatflow into the componentsL;
the thermalconductvity betweenthe component andthe environ-
ment,L;; thethermalconductvity betweerthe component andj,
andTp thetemperaturef the environment.We canreducethe com-
plexity of thismodelby exploiting the symmetricconstructiorof the
heatingsystem(Ls = L;, Las = L2, C3 = C1) resultingin atotal
of five uncertainparameters.

Thestatevectoris givenasx = (11, T», T3)7, theinputvectoras
u = (qi1, g2, @13, To) T, andtheoutputvectorasy = (71 +na, To+
na, Tz +n3)7, wheren; is thenoiseof eachtemperatursensarThe
noiseparameterarealsoincludedin the uncertaintyspaceresulting
in a total of eightuncertainparametersiNote that noiseparameters
are not dynamically partitionedinto smallerintervals andthey are
not consideredy themonotonicitycheck.

We have measuredhe input valueswith g,y = 1.24W and
gon. = 34.8W (heatingelementis eitherturnedoff or turnedon).
With an initial refinementstep, we get the parameterintenals as
L, = [0.12,0.13], L = [0.15,0.18], L1» = [0.62,0.73], C1 =
[51, 54], C> = [61, 65]. Therefinemenstepis performedn asingle
continuousbehaior sgment[12].

To examinethe non-monotonichehaior in the system,we ob-
sene the systemafter a transition,and countthe subspacenodels,
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Figure3. Measurementsom the heatingsystemusedfor monotonicitychecking.Theinput H» is generatedby the processontrolcomputerandsentto the
monitoringsystem.

which aremarked asnon-monotonicOver time, this givesus a pic-
ture,how thetransitionproducenon-monotonicityn thestatevalues.
We choosehefollowing scenario:

Control state1: HeatT, until T reache§0. Thengoto state2.

Control state2: HeatTs, if T> < 70. If tsiate2 > 100sec, go to
state3.

Control state3: HeatTy, if T> < 90. If tsiates > 100sec A Tr >
90, goto state4.

Control state4: Do notheat.If T> < 50, goto statel.

Figure 3 plots the resultingmeasurementfor this scenario.The
heatingflag H, (generatedy the PCC)is used,to get a discrete
changeof aninput. To implementthe heatingelementcharacteristic,
we assumean additionalmassC}, anda thermalconductvity Loy,
betweercomponen® andthe heatingmass:

. 1
Thy = C—h(32.82H2 — Lop(Thz — T2)) (15)
g2 = 124+ Lop(Tho — To) (16)

To demonstratehe non-monotonieffect after a stepwisechange
of aninput, we checkthe monotonicityof all subspacenodels,and
count non-monotonicsubspacemodels,i.e., which violate Equa-
tion 13. Figure4 shows a partof thescenariowherethetemperature
of componeng is hold at 90 degree(controlstate3). For thisplot, we
have startedwith 128 subspacenodels,andno dynamicpartitioning
is introduced Dueto the discretecontrollerthe heatingis turnedon
andoff severaltimes.At eachtransitionabout40 subspacenodels
arenon-monotonicAn interestingobsenationin this figureis, that
thenon-monotonisubspacedisappeaguickly, if theheatingflagis
turnedoff only for ashorttime.

Figure5 shavsthenumberof thenon-monotonisubspacenodels
after control state3. The peakhereis about30 subspacenodels.It
shaws, that non-monotonicsubspacenodelsare also existing for a
“longer” time period(hereabout400 secondspfterthe lastdiscrete
changeof aninput.

Non-monotonicsubspacenodelsare not refuted,and, therefore,
do not male ary contribution to decreasehe uncertaintyspace Al-
thoughthenumberof non-monotonicubspacenodelsarequitehigh
(about50 percenbof the currentsubspacenodels)for sometimes.it
hasnotasignificantlyinfluenceto therefutation.Thereasoris, how-
ever, thatsuchpeaksdoesnot hold for long time, sothe consisteng
checksoonbecomewalid again.At this examplethe numberof con-
sistentsubspacenodelsat the endof the scenarids about20.
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Figure5. Thenon-monotonicityaftertheswitchingperiod.Drawn are(as
sameasin figure4) themeasuremerdandthe ervelopesof T», theheating
flag Hy andthe numberof non-monotonisubspacenodelsN M. Some

subspacenodelsarenon-monotoni@fterthe heatingperiod.

5 DISCUSSION

In this paperwe have presenteémodel-basednonitoringapproach
basedon uncertaintyspacepartitioning. The fundamentalassump-
tion of this approachs the monotonicityof the statevalueswith re-
gardto the rangeof the parametersln systemswhich exhibit both
discreteandcontinuoushehaiors the monotonicitycannot be guar
anteednly by the monotonicityof thevectorfunctions.Thus,in or-
derto apply our basicapproacto monitor hybrid systemswe have
introduceda monotonicitycheckfor the statevalues.

Note the differenceof monitoring basedon pre-calculateden-
velopeswith our approachWith pre-calculatedervelopes,the en-
velopesremain constantover the completemonitoring process.n
ourapproachtheenvelopesnaybecomesmallerthantheinitial ones
dueto the refutationof inconsistentsubspacesluring monitoring.
Thisresultsin anearlierdetectionof faults.However, thereis a sig-
nificantincreasen the computationaload of subspacgartitioning.

Our approachis basedon computingthe ervelopesof differen-
tial equationsFor complex models,the overall runtime of our mon-
itoring algorithmis dominatedby solvingthe differentialequations,
especiallywhena high-precisamethodsuchasRunge-Kittais used.
Thecomputationatompleity of ouralgorithmfor asingletime-step
canbeestimatedas

o(M2" (p+ p))

whereM is thenumberof partitions,K is thenumberof uncertainty
parametersy is the time of the Runge-Kittaalgorithm,andy is the

time of thematrix multiplicationaccordingo Equationl1. Thetime

p stronglydepend®n the dynamicpropertiesof the systemandfor

high dynamicsystemstheassumptiorp > p holds.
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Figure4. Firstovervien of themonotonicityof thetechnicalsystem Drawn arethe measured™ with its ervelopes,Hs is the heatingflag for thesecond
componentand N M is the numberof the non-monotonesubspacenodels.Thediscretechangeof theinput makesadirectly effect to themonotonicityof the
statevalues.

This approachcanalsobe seenas systenmidentification because
refuting subspacenodelsreduceghe uncertaintyspaceresultingin
smallerboundingintervals on the parametersMeasurementoise
canalsobehandledby introducingadditionaluncertaintyparameters
into themodel.

However, this approaclhis in contrastto traditionalsystemidenti-
fication wherethe model spaceis specifiedby a parameterizedlif-
ferentialequation Identificationselectshumericalparameteralues
sothatsimulationof the modelbestmatcheghe measurement®8y
usingrefutationinsteadof searchour methodis ableto derive guar
anteedboundson thetrajectories.

Model-basedmonitoring using uncertaintyspacepartitioning is
relatedto the interval identificationalgorithmof Schaichet al. [13].
In their approachthe consisteng checkis only performedat the
qualitative level. Thus,valuabledetectiontime is lost, aslong asthe
faultis only manifestedn a quantitatve value.Petridisan Kehagias
[10] have also developedan algorithm with subspacepartitioning.
The partitioningis only performedin adwanceandthe consisteng
checkis basedon probabilitiesdependingon the noisein the sys-
tem. Otherwork in monitoring[7, 9, 3] usesmultiple modelsfor
fault detection.Thesemodelsrepresenknown faults of the super
vised system.From the viewpoint of systemidentification,our ap-
proachis closely relatedto semi-quantitatie systemidentification
[8]. Identificationof both approachesre groundedon the refuta-
tion of subspacenodelsthat are knowvn to be inconsistenwith the
measurements$Semi-quantitatie systemidentificationperformsre-
finementat the qualitatve andintenal level. Semi-quantitatie sys-
temidentificationhasalsobeenappliedto model-basednonitoring
[11]. BonariniandBontempi[4] have developeda quite similar ap-
proachto our consisteng check.However, they have focusedonun-
certaintyinitial statevalues,which are given asintervals. Also re-
latedto our work is Armengoletal. [1, 2]. The simulationis based
on modalinterval arithmeticswhich producesverboundedndun-
derboundecervelopesof a technicalsystem.To minimize the rate
of falseandmissedalarms the uncertaintyspaceis only partitioned
at critical measurement@vhich arebetweenthe underboundednd
overboundedervelopes).In comparisonto our approachwe sim-
ulate at eachcornerof the uncertaintyspace which leadsto exact
ervelopes(no falseand missedalarms,accordingto obsenrability)
for linearsystems.

Directionsfor future work include (i) the incorporationof (un-
known) discontinuougtransitionsin our monitoring approach (ii)

furtherinvestigationson the monotonicitypropertiesafter a discon-
tinuoustransition,especiallyin the context of non-linearsystems,
and (iii) the improvementof the dynamicuncertaintyspaceparti-
tioning.
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